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Symptom

How to use Fiddler to collect HTTP and/or HTTPS traces.

Environment

All Microsoft Windows Operational Systems

Resolution
In order to use Fiddler to collect HTTP/HTTPS logs, perform the steps below:

Access http://www.fiddler2.com/Fiddler2/version.asp and click on Install Fiddler 2
After file "Fiddler2Setup.exe" is downloaded, install theapplication

Read and agree with License Agreement

Select Installation Path

Hit Install

After "Completed" message is displayed, click on "Close
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7. Close all the applications in your machine (in order to avoid capture irrelevant information)
8. Start Fiddler tool

send raw traffic (e.
HTTP Proxy Server (like Fiddler).

Tools > Fiddler Options = HTTPS.

ACTUAL PERFORMANCE

fhome-adchain. html?si
fhome-adchain, html?si
fbeta-adchain-cheetsh

ClientConnected: 17:32:25
ClientBeginRequest: 17:32:25
GOtRequestHeaders:  17:32:25
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www,iis. net

s.net  fbeta-adchain himl?siteid = |l c1ientboneRequest:  17:32:25.713
3 b i Determine Gateway: Oms
5 = DNS Lookup: 2ms
TCP/IP Connect: 280ms
HTTPS Handshake: oms
servercConnected: 17:32:25.998
FiddlerBeginRequest: 17:32:25.9398
ServerGotRequest: 17:32:25.998

static.adzerk.r ServerBeginResponse: 00:00:00.000
GotResponseHeaders: 00:00:00.000
ServerDoneResponse: 17:33:52.457
clientBeginResponse: 17:33152.457
ClientDoneResponse: 17:33:52.457
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The selected session is a HTTP CONNECT Tunnel.

Request Count: 1

Bytes Sent: 210 (headers:210; body:0)
Bytes Received: 182 (headers:183; body:0)
Tunnel sent: 1.350

Tunnel Received: 502
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Result Protocol Host URL *§This is a Tunnel. Status: CLOSED, Raw Bytes Out: 1.350; In: 502

This tunnel enables a client to
. HTTPS-encrypted streams or WebSocket messages) through a

To enable Fiddler's HTTPS-decryption feature and view decrypted traffic, click

m

All Processes 1f32

9. Open the application in which the issue happens and reproduce the problem
10. After the issue has been reproduced, go back to Fiddler, click in File and "Capture Traffic"
11. Click in File > Save > All Sessions
12. Save the .SAZ file

¢

Test.saz

This was a CONNECT tunnel to 'bes.wdf.sap.corp:443', Raw Bytes Qut: 1,350; In: 502
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13. Zip the .SAZ file and forward this to SAP engineer.

See Also

SAP Wiki What is Fiddler Tool?;
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