EYY  SAP Note 1642148 - FAQ SAP HANA Dat abase Backup &

Recovery
Not e Language: English Version: 1 Validity: Valid Since 14.10.2011
Sunmary
Synpt om
To ensure optinal performance, SAP HANA dat abase holds the bulk of its data
in menory. However, it still uses persistent storage to provide a fall back

in case of failure.

During nornmal database operation, data is automatically saved from nmenory
to disk at regular savepoints. Additionally, all data changes are recorded
inthe redo log. The redo log is saved fromnenory to disk with each
conmitted database transaction. After a power failure, the database can be
restarted |i ke any di sk-based database, and it returns to its |ast
consistent state by replaying the redo | og since the | ast savepoint.

Whi | e savepoints and log witing protect your data agai nst power failures,
savepoints do not help if the persistent storage itself is damaged. To
protect against data | oss due to disk failures, backups are required.
Backups save the payload (the actual data) of the data area and log area to
different locations. Currently only backups to the file system (incl uding
network nmounted file systens) are supported.

Backups are perforned while the database is running. The inpact of backups
on system performance is negligible, and users can continue to work
normal Iy while the backup is running.

This note deals with questions and answers about the SAP HANA dat abase
backup and recovery feature. It answers general and frequently asked
questions, and refers you to other sources of information.

It does not describe how to performa backup and recovery of all the
conponents that can be part of a SAP HANA installation.

1. Where can | find detailed information about SAP HANA dat abase backup
and recovery?

2. Whi ch Users are allowed to execute backup and recovery?

3. Do | have to stop the SAP HANA dat abase for backup?

4, Whi ch SAP HANA dat abase backup types are there?

5. Are there any preconditions to be checked before | can start a data
backup?

6. How to create a SAP HANA dat abase backup?

7. What happens, if a schedul ed data backup starts before the previous
one is conpl eted?

8. Is there a difference between the backup procedure in single host and
mul ti-host (scal e-out) SAP HANA dat abases?

9. Is the log area al so saved during a data backup?

10. Can data and | og backups run in parallel?
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11. What data is saved in data/log backups?

12. Can | backup or recover individual database objects |ike tables or
schenat a?

13. Are 3rd party backup tools supported - beside of files as backup
nedi a?

14. Can | configure the directories where the backup files should be
| ocat ed?

15. Does SAP HANA dat abase support backup to NFS-nounted file systens?

16. What are the naming conventions for data backup fil es?

17. How can | estimate the size of a data backup?

18. \Where can | see a history of ny data and | og backups?

19. Can | cancel a running data backup?

20. Are backups conpressed?

21. Are increnental and differential backups avail abl e?

22. How can | validate data and | og backups?

23. How often should | execute a SAP HANA dat abase backup?

24, Are the configuration files (*.ini) also saved during a backup?

25. Are the configuration files (*.ini) needed for a recovery?

26. What general configuration options do | have for saving the |og area?

27. How can | delete |log segnents that are no | onger needed fromthe | og
vol unes?

28. Wiere can | find the backup catal og?

29. How can | identify data and | og backup files needed for a recovery?

30. Howcan | identify old | og backups?

31. How do | recover ny SAP HANA dat abase?

32. How do | recover nmy SAP HANA database, if the data area i s unusabl e?

33. How do | recover ny SAP HANA database, if the log area is unusable?

34, How do | recover nmy SAP HANA database, if a logical error occurred (e.
g. sone data were del eted by m stake)?

35. 1Is online recovery possible?

36. Where can | see that ny recovery is finished?
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37. Can | cancel a running recovery?

38. What do | have to do, if the recovery fails?

39. Wich information is needed to anal yze backup or recovery probl ens?
40. Does the recovery tolerate corrupt or m ssing backups?

41. Can backup and recovery be resuned?

42. Can | copy a SAP HANA dat abase using backup and recovery?

43. How can | copy a SAP HANA dat abase froma single-host to a nulti-host
box (scal e-out)?

Q her terms
HANA; Backup; Recovery; FAQ

Reason and Prerequisites
You use SAP HANA dat abase Version Revision 28 or higher

Sol uti on

1. Where can | find detailed information about SAP HANA dat abase backup
and recovery?

SAP HANA dat abase Backup and Recovery Gui de on
htt p: // hel p. sap. conf hana_appl i ance

2. Whi ch Users are allowed to execute Backup and Recovery?

For SQL users the systemprivilege BACKUP ADM N i s needed to performa
data backup. If you execute data backups using the SAP HANA Studio the
privilege CATALOG READ is additionally needed. It is not recomended
to use the SYSTEM user for nornmal database operation. |nstead, we
recomend that you create dedicated adm nistration users with only the
privileges necessary for backup and recovery.

The recovery process can only be started by the operating system user
<si d>adm

3. Do | have to stop the SAP HANA dat abase for backup?
No. Data and | og areas can only be backed up when the SAP HANA
dat abase is online. During data and | og backup the systemis avail able
as usual

4, Whi ch SAP HANA dat abase backup types are there?

As of Revision 20 SAP HANA dat abase supports data backup and | og
backup.

5. Are there any preconditions to be checked before | can start a data
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backup?

Al'l configured services (see notes 1697613 and 1649519) Iike

i ndexserver, statisticsserver, etc. nust be running. You can check

this in the Overview of the SAP HANA studio -> Operational State: Al

Services are started.

6. How to create a SAP HANA dat abase data backup?

There are different ways and tools to create a data backup

a) SAP HANA studio
In the Navigator view select the systemfor which you want to start
a backup. Use right nouse click and choose Backup fromthe context
menu. Specify the location (directory) and the backup file prefix
to use. (The default |ocation shows the path specified in the
backup paranet er basepat h_dat abackup.)

b) SQ. commuands

You can enter SQ. conmmands either by using the SQ editor in SAP
HANA studi o, or by using the hdbsqgl programon the conmand |i ne.

The backup can be started with the foll owing SQL conmand:
BACKUP DATA USI NG FI LE (' <target>')
If no absolute path is specified, the default backup
| ocation is prepended to the target. In both cases, a
suffix will be appended to the target.
c) Batch node
To perform data backups in batch node, we recommend that you use
the conmand |ine tool hdbsqgl on operating systemlevel. hdbsq

enabl es you to trigger backups through crontab

For details please see the SAP HANA dat abase Backup and Recovery
Qui de on http://hel p.sap. com hana_appl i ance

d) DBACockpit (fromthe ABAP system only)

You can find the DBA Cockpit docunentation in the SAP Hel p Portal
http:// hel p. sap. con!

7. What happens, if a schedul ed data backup starts before the previous
backup is conpl eted?

The first data backup will continue normally; the second data backup
will not start and you will receive an adequate error nessage

8. Is there a difference between the backup procedure in single host and
mul ti-host (scal e-out) SAP HANA dat abases?

No. There is no difference.

9. Is the log area al so saved during a data backup?
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10.

11.

12.

13.

14.

No. A SAP HANA dat abase data backup saves the data area only.

After an initial data backup, the log area is automatically saved in
| og backups regularly.

Can data and | og backups run in parallel?

If the auto | og backup paranmeter is set, |og backups started
autonatically and i ndependently of data backups.

What data is saved in data/log backups?

When the data area is backed up, the entire payload data from al
server nodes of the SAP HANA dat abase instance is backed up. This
applies for both single-host and nulti-host environnents.

During a | og backup, the payload of the | og segnents is copied from
the log area to service-specific |og backup files.

Can | backup or recover individual database objects |ike tables or
schemat a?

Backup and recovery always applies to the whol e database. It is not
possi bl e to backup or recover individual database objects.

Are 3rd party backup tools supported - beside of files as backup
nedi a?

Currently backup only supports files as backup nedia. Backup to pipes
is not supported yet, but under devel opnent.

Can | configure the directories where the backup files should be
| ocat ed?

Yes. To ensure data security, we recomend that you specify a path to
an external backup |ocation. The backup | ocation should never be on
t he sane physical device as the data or |og areas.

a) Data backup

The data backup files are witten to the |l ocation specified by the
par anet er basepat h_dat abackup in the persistence section of the
global .ini configuration file. By default, the location for data
backup files is $(Dl R_I NSTANCE)/ backup/ dat a.

To use a different |ocation, you can specify a different path when
you performthe backup. If you need to, you can specify a different
path in the SQ conmmand for each backup. Alternatively, you can
change t he val ue of basepat h_dat abackup

Al the files for one particular data backup are witten to the
sanme | ocation. The files belonging to the same data backup cannot
be witten to multiple l|ocations.

However, each new data backup can be witten to a different
| ocation. W recomend that you create the directory structures
before the backup is started.
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b) Log backup

The | og backup files are witten to the location specified by the
par anet er basepath_| ogbackup in the persistence section of the
global .ini configuration file. By default, the location for |og
backup files is $(Dl R_I NSTANCE)/ backup/| og.

To use a different location, change the val ue of
basepat h_| ogbackup

The configuration path for data and | og backup nmust be valid
t hr oughout the whole system and not only for specific hosts.

If you change the backup location in basepath_databackup and
basepat h_| ogbackup, the change takes effect immediately.

For further details please see the SAP HANA dat abase Backup and
Recovery Quide on http://hel p.sap.com hana_appl i ance

15. Does SAP HANA dat abase support backup to NFS-nounted file systens?
Yes. W recommend that backups are stored to external storage.
16. What are the naming conventions for data backup fil es?

Each backup file name conprises the follow ng el ements:
<pat h><prefi x><suf fi x>

The <path> and <prefix> are optional in the SQL statenent. If no
absolute path is specified, the default backup location is used (from
par anet er basepat h_dat abackup). If no <prefix> is specified, just the
<suffix> is added to the path.

As there is one data backup file for each service, the systemadds a
uni que <suffix> to each backup file nane.

Here is an exanple of a set of backup files from one data backup
created with SAP HANA St udi o:

COVPLETE_DATA BACKUP_dat abackup_0_1 (nane server topol ogy)
COVPLETE_DATA BACKUP_dat abackup_1 1 (nane server)
COWPLETE_DATA BACKUP_dat abackup 2 1 (for exanple, index server)

In this exanple, COVPLETE DATA BACKUP is the file nane <prefix>;
_databackup_0_1 is the <suffix>.

The suffix that is appended to a file nane prefix is only unique for
each service. Consequently, the next tinme you back up a service, the
system assi gns the sane backup suffix to the backup file for that
service. If you do not change the file name, i. e. the <path> and/or
the <prefix> the existing backup file for that service will be
overwritten by the new backup

We therefore recommend that you copy a data backup to a new | ocation
as soon as it is created or assure that individual <path>/<prefix>
conbi nations are used for each data backup
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17.

18.

19.

20.

21.

22.

23.

How can | estimate the size of a data backup?

To estimate the size of a data backup, you can query the systemtable
M CONVERTER _STATI STI CS. This systemtabl e contains (anong others) the
nunber of currently used bl ocks.

To estinmate the size of the next conplete data backup, you can use
either of the followi ng SQ. conmmands:

sel ect sun{allocated page_size) from M CONVERTER _STATI STI CS

The result is a single value that gives the sumof the sizes of al
services in bytes.

The size may differ slightly between SELECT statenent and DATA BACKUP
executi on.

Where can | see a history of ny data and | og backups?

The backup catal og provides infornmation about the execution of
backups, recoveries and their history. It enables the systemto

det erm ne whether a recovery is possible and to choose which data and
| og backup to use to recover the database.

The nonitoring views M BACKUP_CATALOG and M BACKUP_CATALOG FI LES can
be used to display infornmation about the backup catal og. The system
privilege CATALOG READ is needed for this. (For details see SAP HANA
dat abase Backup and Recovery Cuide.)

Can | cancel a running data backup?

Yes. Starting with SAP HANA dat abase you can cancel a data backup that

is still running. To cancel a running data backup, you can use either
SAP HANA studio or an SQ. conmand - provided the user has the system
privileges CATALOG READ and BACKUP ADM N.

For further details please see the SAP HANA dat abase Backup and
Recovery Quide on http://hel p.sap.com hana_appl i ance

Are backups conpressed?

No. Currently backup conpression is not available for the SAP HANA
dat abase.

Are increnental and differential backups avail abl e?

Currently increnmental and differential data backups are not avail abl e.

How can | validate data and | og backups?

Duri ng a SAP HANA dat abase data and | og backup the data is al ready
check regardi ng consistency. Additionally the recovery has built-in
consi stency checks for the backup files during the recovery process.

How often shoul d | execute a SAP HANA dat abase backup?

- After the initial load has finished successfully, a data backu

p
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24,

25.

26.

is strongly reconmended.

- It is recoomended to performa backup (data + .ini files)
before the dat abase software is upgraded to a new version. |If
the software upgrade fails, the database can then be recovered
with no data | oss.

- After adding or renmoving a host or a service, a data backup is
strongly recomended.

- To ensure that you can recover your database to the npbst recent
point in tinme without needing to replay a | arge nunber of |og
backups, you should perform data backups at regular intervals.

- Archiving of |og backups should be part of your overall backup
strategy.

Are the configuration files (*.ini) also saved during a backup?

No. The configuration files are not backed up as part of the database
backup.

Configuration files that contain custoner-specific changes can be
backed up nanually in order to nore easily identify and restore
custoner-specific changes in a recovery situation

Configuration files that contain custoner-specific changes are | ocated
by default in the follow ng directories:

For gl obal configuration settings:
$( Dl R_I NSTANCE) / . . / SYS/ gl obal / hdb/ cust onf confi g
For host-specific configuration settings:
$( SAP_RETRI EVAL_PATH)
Configuration files are only created in these directories if

custoner-specific changes are nade to themafter installation. If no
cust oner - speci fi ¢ changes have been nade, these directories nmay be

enpty.

Are the configuration files (*.ini) needed for a recovery?
Configuration files are not essential to performa recovery. If you
want to use the custoner-specific configuration, you need to
reconfigure the systemafter the recovery using SAP HANA studio. To
di splay the configuration values, go to the Configuration tab in SAP
HANA st udi o.

What general configuration options do | have for saving the |og area?

You can configure the | og backup behavior using the foll ow ng
paraneters in the global.ini configuration file.

enabl e_aut o_| og_backup
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Thi s paraneter enables or disables automatic | og backup i medi ately
(no restart necessary).

Defaul t: enabl e _auto | og backup = yes

Important: In the default |og node normal, if automatic |og backup
is disabled the |l og area grows until the file systemis full. At
that stage, the database will stop working until the situation is
resol ved.

| og_node

After changing the | og node paraneters, you nust restart the SAP
HANA dat abase to activate the changes. W al so recommend that you
create a full data backup of the database.

Thi s paraneter can have the foll ow ng val ues:
- log_node = normal (default)

Log segnments are autonatically backed up if paraneter
enabl e_auto_| og_backup i s enabl ed.

|l og node = normal is recomended to provide support for
point-in-tinme recovery.

- log _node = overwite

Log segnments are freed by savepoints and no | og backup is
perfornmed. This can be useful for test installations that do
not need to be backed up or recovered.

| og nbde = overwite is not recommended for production systens.
No point-in-tinme recovery is possible. For recovery, only data
backups are used; the |ogs nust be disregarded.

- log_node = | egacy
|l og node = legacy is still supported, but not reconmended.
After an upgrade froma SAP HANA dat abase smal |l er than Revision
20 (SPS 02) it is recomended to switch to the | og nbde to
normal (see note 1645183).
| og_backup_tineout _s
This paraneter forces |og backups at a fixed tinme interval
specified in seconds. Log backups triggered by |og backup tineout_s
are perfornmed in addition to the | og backups that are perforned
when a | og segnent becones full.

Recommended: Specify a tine interval. For exanple 900s

(0 = Log backups are only nmade when a | og segnent is full and when
services are restarted.)

Specifying an appropriate tinme interval for |og backups enables you
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27.

28.

29.

30.

31.

to recover a SAP HANA database with mininumdata | oss. For exanple,
if you need to recover the database in a situation where the |og
area i s unusable, and only the data and | og backups are avail abl e.

The | og _backup_timeout s paraneter only takes effect if
enabl e_auto_| og _backup is set.

How can | delete | og segnents that are no | onger needed fromthe | og
vol unmes?

Caution: Do not delete | og segnents on operating systemlevel, as the
log area will becone unusable and the database nmay stop worKking
i medi at el y.

You can release free | og segnents explicitly using the SQ conmand
ALTER SYSTEM RECLAI M LOG. The ALTER SYSTEM RECLAI M LOG conmand
physically deletes all |og segnents that are no | onger needed.

Where can | find the backup catal og?

The backup catalog is stored at the follow ng | ocation

$( DI R_I NSTANCE) / . . / SYS/ gl obal / hdb/ met adat a/ BackupCat al og. xm
Information in the backup catalog is stored as XM., naking it readabl e
by users and software. Once entries have been recorded, they nust not
be changed.

The backup catal og does not need to be backed up, as the system
recreates it during a recovery using the accessible data and | og
backups.

How can | identify data and | og backup files needed for a recovery

Not e 1705945 descri bes, which data and | og backups are needed for a
recovery.

How can | identify old | og backups?

The SAP HANA Dat abase Backup and Recovery Qui de describes in detai
how to identify old data and | og backups (see
htt p: // hel p. sap. conf hana_appl i ance)

How do | recover ny SAP HANA dat abase?

The SAP HANA St udi o provides point-in-tine recovery with full QU
support.

In a recovery situation, you can use SAP HANA studio to restore
custoner-specific changes (*.ini files) either before or at the end of
the recovery.

To recover your database from SAP HANA studi o -> | andscape view ->
open context nmenu of the database -> choose Recovery. Confirmthat the
dat abase can be shut down - recovery is only done when the database is
offline. In the recovery wi zard choose one of the recovery types:

a) Recover the database to its nobst recent state.
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32.

33.

34.

35.

36.

b) Recover the database to a certain point in tinme

c) Recover the database to a specific data backup. (Just a specific
data backup is used for recovery; Log entries are not replayed
neither fromthe | og backups nor fromthe |log area.)

d) Recover the database to a certain |og position. (Advanced option to
be used in exceptional cases if a previous recovery failed.)

Afterwards specify the locations of the data and | og backup files if
they are not in the default |ocation. The recovery is started after
you choose Next and Finish. Wen the recovery is done, the systemis
onli ne.

How do | recover ny SAP HANA database, if the data area i s unusabl e?

If the data area is unusable, and all the data changes after the |ast
conpl ete data backup are still available in the | og backups and | og
area, the data fromcommtted transactions that was in nenory at the
time of failure can be recovered. No conmitted data is |ost.

For recovery, all relevant | og backups nmade after the data backup are
needed.

Perform a dat abase recovery to the nbst recent state.

How do | recover ny SAP HANA database, if the log area is unusable?

If the log area is unusable, it is only possible to replay the |og
backups. As a consequence, any changes that were nade after the nost
recent |og backup will be lost. In addition, all the transactions that
were open during the og backup will be rolled back

For recovery, the data backups and the | og backups are needed.

Perform a database recovery to the nbDst recent state and in the
Recovery W zard choose the option Initialize |og area to prevent

the recovery of entries fromthe unusable | og area.

How do | recover ny SAP HANA database, if a logical error occurred (e.
g. sone data were del eted by m stake)?

To reset the database to a particular point in tinme, you need a data
backup frombefore the point in time to recover to, the subsequent | og
backups, and the log area. Al changes nade after the recovery tine
will be lost.

Perform a dat abase recovery to a point-in-tine before the | ogical
error.

I's online recovery possible?

No. Dat abase recovery is always a full recovery of the whol e database
and therefore always requires a downti ne.

Where can | see that ny recovery is finished?
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The SAP HANA St udi o shows the progress of the recovery and reports
when it is finished.

37. Can | cancel a running recovery?
No. Once it is running, a recovery cannot be cancel ed.
38. What do | have to do, if the recovery fails?

That depends of the situation. Mdstly not all necessary backup files
are available. Therefore you will have to provide the nissing backup
files and repeat the recovery. Oherwi se you will have to use another
recovery strategy corresponding to your avail abl e backup files.

39. Wich information is needed to anal yze backup or recovery probl ens?

The following infornmation has to be provided to the SAP support in
case of backup or recovery probl ens:

o content of directory $(SAP_RETRI EVAL_PATH)/trace as m ni num
backup.log and all *.trc files

o content of backup catal og
$( DI R_I NSTANCE) / . . / SYS/ gl obal / hdb/ met adat a/ BackupCat al og. xm

o list of the content (recursive) of your backup directories
$( DI R_I NSTANCE) / backup

40. Does the recovery tolerate corrupt or m ssing backups?

The SAP HANA dat abase recovery al ways reaches a consi stent database
state. If the latest data backup is corrupt, you can use an ol der data
backup (plus the | og backups between the two data backups) to reach
the desired point in tine. If |og backups are m ssing or corrupt, the
reachable point in time nmight be earlier than specified by the

dat abase admi ni strator for the recovery.

41. Can backup and recovery be resuned?

SAP HANA dat abase backup is always carried out during online
operation, but with no inmpact on normal operation. It uses a shadow
page concept which decouples the data that is currently being used by
users fromthe data that is being backed up. Pause/resune does not
make sense for the SAP HANA dat abase backup. Dat abase recovery cannot
be paused/resuned either; it is always a full recovery and carried out
as fast as possible in offline node.

42. Can | copy a SAP HANA dat abase using backup and recovery?

Yes, you can. For details look in the SAP HANA Dat abase - Backup and
Recovery Quide on http://hel p.sap.com hana_appl i ance

43. How can | copy a SAP HANA dat abase froma single-host to a nulti-host
box (scal e-out)?

As of Revision 28, support for database copies using backups is
avai |l able. Note that you will always have to recover the backup into a
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new i nstallation with the same nunber of vol unes/services/hosts, and
only after that can change the | andscape. For a scal e-out scenario
this would nean that you copy the single-host database and only after
that add nore hosts using the addhost conmand.
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